Objective: To systematically review studies reporting problems with information technology (IT) in health care and their effects on care delivery and patient outcomes. Materials and methods: We searched bibliographic databases including Scopus, PubMed, and Science Citation Index Expanded from January 2004 to December 2015 for studies reporting problems with IT and their effects. A framework called the information value chain, which connects technology use to final outcome, was used to assess how IT problems affect user interaction, information receipt, decision-making, care processes, and patient outcomes. The review was conducted in accordance with the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) statement. Results: Of the 34 studies identified, the majority (n ¼ 14, 41%) were analyses of incidents reported from 6 countries. There were 7 descriptive studies, 9 ethnographic studies, and 4 case reports. The types of IT problems were similar to those described in earlier classifications of safety problems associated with health IT. The frequency, scale, and severity of IT problems were not adequately captured within these studies. Use errors and poor user interfaces interfered with the receipt of information and led to errors of commission when making decisions. Clinical errors involving medications were well characterized. Issues with system functionality, including poor user interfaces and fragmented displays, delayed care delivery. Issues with system access, system configuration, and software updates also delayed care. In 18 studies (53%), IT problems were linked to patient harm and death. Near-miss events were reported in 10 studies (29%). Discussion and conclusion: The research evidence describing problems with health IT remains largely qualitative, and many opportunities remain to systematically study and quantify risks and benefits with regard to patient safety. The information value chain, when used in conjunction with existing classifications for health IT safety problems, can enhance measurement and should facilitate identification of the most significant risks to patient safety.
INTRODUCTION
The widespread adoption of information technology (IT) brings many potential benefits to health care. 1 At the same time, problems with IT can disrupt the delivery of care and increase the likelihood of new, often unforeseen, errors that affect the safety and quality of clinical care and may lead to patient harm. [2] [3] [4] [5] [6] [7] Our capacity to reap the benefits of IT and manage new threats is contingent upon understanding the ways in which IT problems can disrupt care delivery and pose threats to patient safety.
Data extraction and analysis of the effects of IT problems
For each included study, both reviewers extracted information to develop an inventory of IT problems. Each identified problem was then labeled using an existing classification for safety problems associated with health IT to describe the nature of the problem. 12 The problems were then assigned to the different stages of the value chain, depending on whether they affected user interaction, information receipt, decision-making, care processes, or outcomes. Some of the identified problems had the broad potential to affect events at multiple stages of the chain, and these were classed as either general technical issues, covering problems in the design of software and hardware, or sociotechnical contextual variables related to human or organizational issues that influenced user interaction (contributing factors).
The next stage of analysis sought to further characterize these groupings. Four types of errors in information (information errors) were considered: wrong, missing, partial, and delayed. 13, 14 These could arise from how software was used (use errors) or software and hardware issues (machine errors). Errors and delays in decisionmaking were similarly identified. We sought to identify omission errors (ie, when an intended action was not executed) and commission errors (ie, when an action was wrong). Finally, observable impact on care process and outcomes was examined using a standard approach and categorized as 13-16 : a. Potential or actual harm to a patient. An IT problem led to a clinical error that reached the patient, 16 eg, a patient had severe allergic reaction to prescribed medication. b. An arrested or interrupted sequence or a near miss. An IT problem led to a clinical error that was detected before reaching the patient, 15, 16 eg, a prescription in a wrong name was noticed and corrected while printing. c. An IT problem with a noticeable consequence but no patient harm. A problem that affected care delivery but involved no harm to a patient, such as delays and rework, eg, a computer network problem resulted in delays or additional phone calls to follow up missing test results. d. An IT problem with no noticeable consequence. A problem that did not directly affect the delivery of care, eg, an electronic backup copy of patient records was corrupted, but this was detected and the copy was not needed. The information value chain connects use of a technology to final outcome. 10, 11 We examined the effects of IT problems on user interaction and information received, as well as effects on decision-making, care process, and patient outcomes. An existing classification was used to categorize IT problems, information received, and contributing factors. 12 e. A hazardous event or circumstance. A problem that could potentially lead to an adverse event or a near miss, eg, prescribing software failed to display a patient's allergy status.
A narrative synthesis then integrated findings into descriptive summaries for each stage of the value chain.
RESULTS

Descriptive analysis of all studies
We identified 34 studies describing the effects of IT problems on care delivery and patient outcomes ( Table 1 ). The majority were analyses of incidents (n ¼ 14, 41%; Table 2 ), which were reported at varying levels, from a single hospital to nationwide, in 6 countries: the United States, the United Kingdom, the Netherlands, China, Hong Kong, and Australia. [12] [13] [14] [15] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] Nine were ethnographic studies using interviews, surveys, and participant observation [27] [28] [29] [30] [31] [32] [33] [34] [35] and 7 were descriptive studies using existing data such as prescriptions to examine medication errors. [36] [37] [38] [39] [40] [41] [42] The remaining 4 studies were case reports. [43] [44] [45] [46] Of the 34 studies reviewed, more than half examined computerized provider order entry (CPOE) or prescribing systems (n ¼ 19) and 10 (29%) examined all types of health IT systems. Three out of 4 studies were undertaken in inpatient settings (n ¼ 26, 76%) and 15 in outpatient settings.
User interaction
The first stage in the value chain was associated with multiple IT problems, typically technical and sociotechnical or context issues, and these also had the potential to affect multiple stages of the chain. Issues with accessing software were reported in 35% of the studies (eg, software was not available at a particular workstation, was not accessible, or did not have the correct settings). Other commonly reported IT problems were related to interfaces with other software (29%, n ¼ 10), hardware malfunction (29%, n ¼ 10), and network issues (24%, n ¼ 8). Issues with software functionality appeared consistently across a majority of studies (Table 2) . In 76% of studies, poor user interfaces and fragmented displays (eg, preventing a coherent view of all of a patient's medications) were associated with errors in selecting and entering information. Other software issues were related to system configuration, especially problems with default settings, which were reported in more than half of the studies (53%, n ¼ 18). System configuration issues were also linked to software updates, eg, decision support errors following updates to a drug database. 26 Sociotechnical contextual variables that contributed to information errors were identified in 71% of studies (n ¼ 24). The most commonly reported problem was staffing and training to use IT systems (56%, n ¼ 19). Other contributing factors included integration with clinical workflow (44%) and information governance (29%), eg, procedures to authorize medications 27, 36 and IT policy.
23,34
Information received
Information errors arising from the use of software were reported in most studies (91%, n ¼ 31). For example, autopopulated fields in a prescribing system contained incorrect information such as drug dosing directions. 31 Problems in data entry and retrieval were linked to wrong (76%, n ¼ 26), partial (44%, n ¼ 15), missing (35%, n ¼ 12), and delayed (3%, n ¼ 1) information. Five studies did not identify specific types of use errors, describing them as keypad or computer entry errors. 25, 26, 32, 33, 38 In contrast, machine errors were reported in 65% of studies (n ¼ 22). These were due to wrong (47%, n ¼ 16), missing (32%, n ¼ 11), partial (12%, n ¼ 4), and delayed (9%, n ¼ 3) display of information. For example, alerts about drug-drug and drug-allergy interactions failed to display (missing information) or were wrongly displayed (wrong information). As with data entry, some studies did not identify specific types of machine errors, describing them as display or data output errors (n ¼ 2).
13,23
Decision changed
The effects of IT problems on errors and delays in clinical decisionmaking were reported in 76% of studies (n ¼ 26). For example, errors in predefined order sentences led to clinical errors such as All health IT Inpatient A total of 436 incidents were associated with 712 problems; 96% of problems were machine related, and the remaining were problems with the human-computer interface. In all, 11% of incidents were associated with patient harm, and 4 deaths were linked to health IT problems:
(1) Entry of a portable X-ray image into a PACS system under the wrong name resulted in a wrong diagnosis and subsequent intubation, which may have contributed to death.
(2) A technician mistakenly entered the date of birth of a baby instead of the study date, making a chest X-ray appear older than it was. A radiologist subsequently viewed the image for peripherally inserted central catheter (PICC line) placement. Seeing that the comparison image did not have the line present, the radiologist concluded that it had been removed. Unfortunately, the line was placed too far in the infant, and the premature baby died. (3) Orders were not executed and went undetected due to inadequate separation of preoperative orders from postoperative, resulting in a "missed opportunity" to diagnose and treat a life-threatening disease, contributing to death.
(continued) were associated with patient harm, including 3 deaths (0.35%).
Eleven events did not have a noticeable consequence (1%) and 2 were complaints ( < 1%). Among the events, 1606 separate contributing problems were identified. Of these, 92% were predominantly associated with technical rather than human factors. There were 3 deaths:
(1) A patient who was seen with another patient's records in general practice was prescribed that patient's medication and died later the same day from taking it. No further details were available.
(2) A patient suffering from chest pain advised the receptionist in a GP surgery. The receptionist intended to alert the GP about this patient via the practice software, but sent the message to herself instead. The patient later died from a myocardial infarction.
(3) An HIV test ordered during a hospital stay was not followed up after discharge. When the patient was readmitted, the admitting doctors were unable to access the HIV test result, because the test request was hidden from them. The patient developed pneumocystis pneumonia and died. System-related medication errors were frequent and the majority of errors manifested as timing errors. Only 11 errors were rated as potentially serious. While the system-related medication error rate was similar between 2 tertiary-care sites using different CPOE systems, there were significant differences in the underlying mechanisms for these errors. Selection, editing, and construction activities to write orders were the main mechanisms for error. Software functionality requiring new tasks from users also contributed to errors, eg, ordering a reminder or changing a default date. One system contained an incorrect order sentence.
Wetterneck et al. wrong dose and wrong route. 41 Commission errors were the most commonly reported (76%, n ¼ 26). These were linked to wrong data entry, selection from dropdown menus, and file uploads. In contrast, omission errors were reported in 50% of studies (n ¼ 17) and delays in only 9% (n ¼ 3). For example, users ignored alerts (n ¼ 6) and failed to update information. 13, 14 Many delays in clinical decisionmaking were linked to computer network issues.
12,15,35
Care process altered
The effects of IT problems on clinical errors and delays in care process could be identified in 44% of studies (n ¼ 15). Examples of such errors include medication administration errors and failure to follow up test results. Delays in care process were linked to system access 24, 25 and software functionality issues, including poor user interfaces and fragmented displays. 27 Issues with system configuration, 43 particularly software updates, were also reported to impact care delivery. 46 In 1 study, poor integration of an electronic health record with clinical workflow disrupted care delivery in a long-term care facility. 33 Other effects on care delivery included cancellation of patient appointments 24,25 as well as unnecessary or emergency clinical procedures and treatment. 22 IT issues were reported to create more work for health professionals (21%, n ¼ 7). For example, pharmacists needed to telephone clinicians to clarify IT-related errors and discrepancies in prescriptions. 27, 29, 39 IT problems also wasted time and caused frustration. In 1 study, primary care doctors reported spending 2 hours per week solving IT issues. 15 Strategies for dealing with IT problems, including workarounds, were reported in many studies (21%, n ¼ 7). For example, free-text fields were used to enter complex medication regimens when there were difficulties using CPOE systems. 27, 41 Another commonly reported strategy was to revert to paper, creating a hybrid record system (15%, n ¼ 5). For example, when orders for some medications (eg, those requiring a variable dose regimen) could not be entered electronically, they would be written on paper, creating an opportunity for information to be missed.
27,38
Outcome changed
Actual or potential patient harm was reported in 52% of studies (n ¼ 18; Table 3 ). Patient deaths were reported in 7 studies; 6 of these were incident analyses. 12, 14, 18, 20, 22, 25 In the seventh study, CPOE implementation in a children's hospital and accompanying 18 (53) a numbers refer to categories from an earlier classification of safety problems associated with health IT 12 policy changes imposed by hospital management were associated with increased mortality, from 2.8% to 6.6%. 42 After CPOE implementation, life-saving treatment for critically ill ICU patients was delayed because orders could not be entered unless patients were registered in the system. New workflows caused a breakdown in doctor-nurse communication, and changes to policies and procedures for dispensing and administering medications also delayed treatment. Only 2 studies provided details of patient deaths (Table 3) . Of the 7 deaths for which details were available, 2 were linked to patient misidentification; 3 were associated with software use errors that resulted in failure to treat in 2 cases and a wrong procedure. The sixth involved a medication overdose due to poor software functionality. The seventh death was related to a delay in treatment following hospitalization because a pending test result from a previous hospitalization was not visible to the relevant clinicians. In 2 studies analyzing safety events reported to the US Food and Drug Administration and from across England's National Health Service (NHS), human factors issues were proportionally higher in the events involving patient harm. 12, 14 The potential of IT problems to lead to large-scale adverse events (ie, affecting multiple individuals) was reported in 2 studies. 48 One was a study of safety events across England's NHS, where 23% of events (n ¼ 850) affected more than 10 individuals. 12 In the second study, 36% of system downtimes (n ¼ 116) in China were estimated to affect more than 100 individuals. 25 Near-miss events were reported in 29% of studies (n ¼ 10).
Quality of studies and risk of bias
All 34 studies utilized observational designs. Mean study duration was 41 months, with a range of 1-144 months. Study population was broadly characterized by interviewees and survey respondents. In the 5 studies using interviews, there were 72 participants on average (range: 32-110), and there were 210 respondents (range: 32-369) in the 4 studies using surveys. We found that the average number of errors across the 21 studies was 5,401 (range: 20-90,876). The main risk of bias was that the majority of studies were not true observational studies where the frequency of events was representative of the population, but were studies of incident reports where frequency could not be correlated with true population incidence. Furthermore, incident reports are potentially biased to events that appear important to the reporter. 49 We assessed each study using the Cochrane Collaborations tool for assessing risk of bias. On average, data completeness was 74% across all stages in the information value chain. Machine errors (n ¼ 12) and outcomes (n ¼ 13) were frequently not reported. Only 7 studies (21%) provided information across all stages in the value chain, whereas 10 and 11 studies (29% and 32%) missed 1 and 2 stages, respectively. In 4 out of 5 studies (n ¼ 28), user interactions, consequences, and medication error types were categorized.
DISCUSSION
Problems with IT are pervasive in health care. However, the evidence for IT-related disruptions to care delivery and risks to patient safety still comes largely from qualitative studies. Most of the evidence of patient harm comes from incident reports, with the exception of 1 comparative study where CPOE implementation was associated with an increased risk of mortality in a children's hospital. 42 However, this finding was not replicated when the same system was implemented at different sites, and the disparity in outcomes was likely the result of differences in local implementation processes. 52 More generally, only 2 other studies identified in this review were comparative, detecting an increase in duplicate medication orders 30 and new system-related prescribing errors following CPOE implementation. 41, 51 While the types of IT problems have been well documented in the literature, further observational studies are required to measure their frequency and the magnitude of their impact on care delivery and patient outcomes.
Implications for measuring the effects of IT problems
The limited evidence on the magnitude of IT problems and their impact may indicate an underlying problem with measurement. 47 Existing classification frameworks tend to identify problems by their cause but not their effects, 53 whereas patient safety frameworks do allow us to assign broad categories of consequence, such as whether or not a patient harm is considered severe. In this review, we have attempted to develop a model that links cause to effect within the clinical decision-making and care process, using the information value chain as a template. The chain assists in identifying which process is impacted by an IT problem, but also shows the many stages through which information errors can then propagate.
The value chain thus offers a simple yet potentially powerful way to pinpoint specific threats to patient safety and identify the effectiveness of existing system defenses and new measures required to deal with clinical errors associated with IT. Were it to be used as a standard template in future studies, it would assist in making comparative assessments between studies. For example, the value chain could be integrated into the Statement on Reporting of Evaluation Studies in Health Informatics guidelines. 54 The many reporting gaps identified in this review underline the need for a more structured approach to recording the causes and effects of IT problems in health care. It was not possible, for example, to quantify the propagation of information errors in the included studies, because these effects were not adequately described. Of the 34 studies we reviewed, only 44% (n ¼ 15) reported effects at all stages of the chain. This is an inherent limitation, as each study has its own objective and may not consider all the different effects of IT problems along the value chain. For example, observational studies looking at medication errors may not look at patient outcomes.
Where the effects of IT problems were captured, data quality was poor. For example, IT problems, use errors, contributing factors, and clinical errors were not clearly differentiated. 38 In other cases, IT problems were combined with use errors and contributing factors. 41 Use errors were also combined with medication errors, 39 and information errors were combined with decision-making errors. 40 Other issues were related to heterogeneity in measures, even for the reporting of medication errors, which are among the most commonly studied errors in patient safety. For example, some studies reported common clinical error types (eg, wrong dose, wrong timing, wrong route, etc.), 41 while others examined the clinical impact of omitted, unclear, and conflicting information in prescriptions. 40 One way to improve data quality is to use existing schemas for describing and measuring variables along the value chain. For instance, our earlier classification is based on the natural categories of IT problems described in incidents from Australia, the US, and England. 12 It provides a validated and now widely used schema for characterizing IT problems, contributing factors, and information errors and can be used in conjunction with the value chain to enhance measurement. Uniform characterization of information errors and their impact on patient safety can also provide a common language to facilitate collaboration and sharing among organizations with disparate IT implementations so that the most significant risks to patient safety can be identified.
User interaction
The information value chain begins with clinical users interacting with information from IT systems before considering decisions and taking action. The different types of IT problems that could affect user interaction are similar to those described in our earlier classification for safety problems associated with health IT. No new categories were required to code the IT problems, information errors, and contributing factors identified in this review, further validating the classification. The frequency of IT problems and their scale and severity are areas for further investigation.
Information received
We found that use errors that interfered with the receipt of patient information were reported in a majority of studies and were commonly linked to poor training and lack of familiarity with the system. Poor user interfaces also contributed to use errors and were sometimes exacerbated by machine errors. For example, clinicians frustrated by multiple irrelevant alerts were reported to disregard all alerts. 26, 36 Machine errors in displaying alerts and overalerting were reported in 7 studies, and 6 studies reported use errors involving wrongly overridden alerts. Information errors were poorly characterized. This may be inherent to the nature of incident reports, which made up the bulk of the studies reviewed. Incident reports only give a snapshot of safety events and are typically provided by clinicians, who gradually acquire the information required to make decisions and are accustomed to dealing with incomplete information. Therefore, information errors due to missing and partial information may not be available in incident data.
Decision changed
The impact of information errors on clinical decisions was not examined adequately in the studies reviewed here. Only 3 studies reported delays to decision-making due to IT problems. This figure may be underreported, given that software access problems were reported in many of the reviewed studies. For example, errors and delays in decision-making can occur when software is not available 12, 13, 15 or not accessible 12, 13, 17, 22, 24, 27, 28, 33, 34, 37, 42, 46 due to power failure 12, 25, 32, 33 or computer viruses, 12,15,25,32 but these were not explicitly noted. While observational studies are needed to understand patterns, controlled laboratory experiments can be used to quantify the impact of information errors on decision-making. 55 Care process altered
We found that clinical errors were well characterized in areas such as medications. [17] [18] [19] [20] [21] 29, 31, [38] [39] [40] [41] For example, prescribing error types were neatly identified in 1 study that examined system-related errors. 41, 51 Taking the likelihood and impact of clinical errors into consideration, another study specifically sought to distinguish errors that were unique to IT as well as those that were made more likely with IT and more likely to cause harm with IT. Such approaches to understanding the nature of IT-related clinical errors will enable better targeting of strategies for prevention and mitigation. For example, errors that are no different from those found with paper records can be addressed by building upon existing patient safety initiatives. Patient identification is one such area where problems have existed with paper records due to gaps in local procedures, and these are likely to persist and propagate via electronic records. However, errors that are unique to IT and those that are more likely to occur or are more likely to cause harm may require new and innovative approaches. IT problems hindering access to software delayed the initiation of clinical tasks, and software functionality issues delayed completion of clinical tasks. Such problems led to frustration for clinicians, wasted people's time, and sometimes led to workarounds. Delays in care processes may have been likely in up to 21 studies where software was not available or accessible, or where power failures and computer viruses prevented access. The use of hybrid records may also be underreported. Only 5 studies (15%) reported using hybrid systems to work around IT issues. As part of contingency planning for planned and unplanned downtime, paper forms are generally used to document patient care and communicate with other departments. 56 However, use of such procedures was not reported.
Outcome changed
Study designs and issues with data quality did not allow quantitative analysis of outcomes. The majority of studies were incident analyses, which are useful to understand the types and consequences of safety problems with IT and examine typical patterns along the value chain. However, as incident reports do not represent a systematic sample, they cannot be used to quantify the impact of IT problems on care processes and outcomes. 57 Further observational studies are required to measure the frequency of the different types of IT problems and quantify their effects. 58 While the impact of problems at a large scale such as system downtime might be quantifiable, the effects of low-frequency problems affecting small numbers of patients might be harder to measure than in other domains in patient safety.
Limitations of this review
This review has several limitations. It was restricted to studies of IT systems for clinicians that were published in the biomedical literature. We did not include a range of other sources of information about IT problems in health care, such as medical record review, routine data collection, medicolegal investigations, complaints, etc. 49 It is thus possible that the IT problem types and effects are not exhaustive. Heterogeneity in study design and IT problem types prevented quantitative examination of effects on care delivery and patient outcomes.
CONCLUSION
This review confirms that problems with health IT can disrupt care delivery and harm patients. The research evidence is largely qualitative, and there remain many opportunities to systematically study and quantify IT risks alongside its benefits to patient safety. The information value chain can be applied prospectively to quantify the effects of IT problems on user interaction information received, decision-making, care processes, and outcomes.
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